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Josephs co-sponsors bill to protect Internet users
HARRISBURG, Dec. 12 – State Rep. Babette Josephs, D-Phila., participated in a Capitol news conference today that unveiled legislation she co-sponsored that would protect consumers from Internet scams designed to steal private and financial information from computer users.

The bill would make it a crime for a person or entity to misrepresent itself as a legitimate business in e-mail or on the Internet in an attempt to solicit private financial or personal information from consumers. This private information can include computer passwords, bank account numbers or other confidential information.

"The Internet is a wonderful tool for students, consumers and the general public. But it's also become a tool for scam artists who prey upon unsuspecting people. We need to protect consumers from those who seek to defraud others through Internet scams," Josephs said.

The legislation (H.B. 2292) specifically targets e-mail and Internet scams known as “phishing” and “pharming.”

“Phishing” occurs when an e-mail is sent by someone falsely claiming to be a legitimate business in an effort to obtain private information. “Pharming” refers to scams that redirect Internet users from legitimate commercial Web sites to similar-looking fraudulent sites designed to obtain private information from visitors to the site.

Josephs said that last year, phishing scams cost consumers $500 million and businesses, more than twice that at $1.2 billion.

People charged with a crime under the legislation could be convicted of a second-degree felony and sentenced to a maximum of 10 years in prison and a $25,000 fine. The bill also would set civil penalties of up to $100,000 in damages for each violation. 
  
The bill would direct the state attorney general and county district attorneys to prosecute criminal acts under the statute. Civil damages could be pursued by Internet service providers unknowingly hosting false Web sites or by the owners of the legitimate Web sites being copied.  
 
The bill also would not hold Internet service providers liable for monitoring or removing Web sites that may be in violation of the legislation.

The legislation is currently being reviewed in the House Commerce Committee. 
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